3GPP TSG-SA3 Meeting #108e-AdHoc 
S3-222814
e-meeting, 10 - 14 October 2022
Source:
Nokia, Nokia Shanghai Bell
Title:
KI9 Sol11 EN resolution
Document for:
Approval, Information, Discussion

Agenda Item:
5.24
1
Decision/action requested

Delete EN.
2
References

[1]
3GPP TR 33.875 
3
Rationale

No input was received to update the solution with meaningful content to slice resource. It is proposed to delete the EN to finalize the TR. 
4
Detailed proposal

***** START OF CHANGES

6.11.1
Solution Details

Using individual or combination of IEs like allowedNfTypes and allowedNssais, NRF can already filter the requests from NF Service Consumers not allowed to access any services of an NF Service Producer. 

To address the issue of static configurations at NRF for restricted Inter-slice access, it is proposed that:

-
When an NF Service Producer registers its profile in NRF, it includes a new information element, “allowedSnssaisPerSnssai”, which specifies, for each NF-Service Consumer’s S-NSSAI, the list of NF-Service Producer’s S-NSSAIs it is allowed to access. 

-
When an NF Service Producer registers its profile in NRF, it includes a new information element, “allowedOperationsPerSnssai”, which specifies allowed operations on its resources, for NF Consumers belonging to the given S-NSSAI. 
These attributes can then be used by NRF to determine the “producerSnssaiList” to be included in the AccessTokenClaims. Additionally, NRF can determine whether a given resource/operation-level scope can be granted to an NF Service Consumer that requested an Oauth2 access token with a specific scope, or limit the scope or authorization irrespective of the request.

Additionally, to allow NF Service Producers (themselves) validate the “Inter-Slice” access requests from the NF Service consumers, it is proposed to include “Requester-NSSAI” in the access-grant, indicating the NRF validated NF-Consumer’s S-NSSAIs.

 The NF Service Producer can thus check the decision of the NRF to assign an access token, but is still dependent on the NRF validating the consumer’s S-NSSAI and including it in the access token.

***** END OF CHANGES

